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1. Summary 

Syneos Health is committed to safeguarding the Personal Data it processes in connection with the operation 
of its business, including the Personal Data of its Associates; the personnel of its customers and Associated 
Persons; and other Data Subjects who visit Company premises. This statement explains the Company’s 
approach for the Processing of Personal Data where the Company makes use of security video surveillance 
systems in its facilities (“CCTV”). 

Syneos Health Employees may find additional details in CCTV Policy (POL 302). 

2. Scope 

CCTV Policy applies globally to all officers, directors, employees, contractor labor and temporary 
employees wherever located (collectively, “Associates”) and to all agents of the Company including 
consultants and representatives (collectively “Associated Persons”), as well as to all visitors on our 
premises. 

This statement explains CCTV Policy that covers the Processing of video footage and/or still images 
captured on Company-managed CCTV systems, where the Company is the Data Controller of the footage 
or images captured in such systems. CCTV Policy establishes the minimum privacy safeguards that must 
be implemented by the Company in connection with the operation of the CCTV systems. 

3. CCTV 

3.1 Purpose of CCTV 

Syneos Health has a legitimate interest in maintaining the security of its facilities. Syneos Health may 
also have a duty to take reasonable and appropriate steps designed to provide a safe and secure 
working environment for its Associates. Syneos Health deploys CCTV at its locations in furtherance 
of these objectives, for the following purposes: 

 Enhancing the safety of Associates, the personnel of Associated Persons, and visitors;  

 Securing the Syneos Health premises, information, and other assets;  

 Deterring and detecting unlawful behavior or behavior that materially violates Syneos Health 
policy; and 

 Responding to lawful requests from law enforcement, discovery requests, and court orders; 
 Defending or pursuing the legal rights of the Syneos Health, including the prosecution of 

criminal behavior. 

In exceptional circumstances (such as in the case of a catastrophic event with immediate impact on 
the life or safety of employees, such as a fire, natural disaster, violence), Syneos Health may use 
CCTV systems to visually monitor the health and/or behavior of Associates or other persons. Unless 



 

  
CCTV Statement 

  
 

This document is confidential. If printed or downloaded, this document is uncontrolled. 
For immediate use only; destroy after use. 

 Page 2 of 3 

such use is required to support the vital interests of individuals, Syneos Health will obtain prior 
consent for such monitoring from the individual to be monitored and/or from their legal representative. 
In the case of requests for monitoring by legal representatives, Syneos Health reserves the right to 
confirm the legal representative’s authority to make such requests prior to engaging in any monitoring 
activity. 

Syneos Health CCTV systems are used to investigate incidents in connection with the above 
purposes and to and secure evidence related to them. Syneos Health CCTV systems are not used 
to routinely monitor the work or office attendance habits of Associates or the personnel of Associated 
Persons. 

3.2 Location of CCTV cameras 

CCTV cameras must be installed to monitor only those areas intended to be monitored by the 
equipment and to limit the capture of images or footage (e.g., street views) that are not intended to 
be monitored. 

Cameras may be installed in areas where there are additional unnoted safety needs with specific 
agreement from Executive Director of Safety, Security, and Business Continuity in consultation with 
Regional Head of Corporate Real Estate Services and the Privacy Office. 

CCTV cameras shall not be installed to survey areas in which individuals would have and expectation 
of privacy such as toilets, changing rooms, examination rooms, etc. 

CCTV cameras shall be installed where they are visible to individuals in the area surveyed by the 
camera. 

3.3 Required Signage  

Signage advising individuals that the premises are monitored by a CCTV system must be installed, 
at a minimum, at all facility entry points and as close to the cameras where practicable. 

Signage must contain an image of a CCTV camera, and the following elements: 

 Syneos Health is responsible for the monitoring 

 Contact details to obtain information about the CCTV monitoring 

Where local law requires more stringent signage requirements, local law governs. Additionally, 
Corporate Real Estate shall maintain a copy of CCTV Policy or a similar notice at the reception desk 
where local law requires the Company to provide a policy or notice to visitors on request. 

3.4 CCTV System Controls 

CCTV footage is stored on a secure hard drive or similar storage device and shall be maintained in 
accordance with the requirements of Syneos Health Information Security policies and standards. 
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Access to the CCTV system is restricted to authorized personnel only, on a need-to-know basis. All 
personnel who may require access to CCTV footage on the system are trained on the proper use of 
the system and subject to written confidentiality obligations to Syneos Health. A log of access to 
CCTV System and the footage stored on it, and actions taken with respect to the footage or the 
system, will be maintained. 

All requests for access to footage or images are documented. All lawful requests to access CCTV 
footage or images must be approved by Executive Director of Safety, Security, and Business 
Continuity after consultation with local employment counsel and the Global Data Privacy Office. The 
exercise of rights by individuals is set out in 3.6 “Data Subject Rights” below. 

Disclosure of CCTV system footage or images to third parties will be made only in accordance with 
the purposes for which the CCTV system is used. 

3.5 Retention 

CCTV footage shall be retained for a maximum of 90 days or for as long as permitted in a local law, 
unless a longer retention period is required or permitted by law (for example, to comply with legal 
holds). 

CCTV footage images will be permanently destroyed following the expiration of the Retention Period. 

3.6 Data Subjects rights  

In certain jurisdictions, Data Subjects may have certain rights with respect to their Personal Data 
under applicable data protection law, including the right to access, rectified, erase, restrict its 
Processing and object to the Processing of their Personal Data. 

Data Subjects can exercise their rights by submitting a request to Corporate Physical Security at 
DL_Corp_Physical_Security@syneoshealth.com or by contacting the Global Privacy Office at 
data.privacy@syneoshealth.com. Data Subject rights requests will be addressed in accordance SOP 
1801 “Data Subject Rights Request Management”. 

Personal Data not relating to the requesting Data Subject will be digitally obscured or obfuscated to 
protect the privacy of others who may be captured in specific footage or images. 

4. Compliance  

Non-compliance with CCTV Policy may result in disciplinary action up to and including termination of 
employment. Evidence of violation of Federal, state or foreign law will be referred to the Legal Department. 
(if applicable). 


